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1. TpeboBaHua Kk cucreme

1.1. CucremHble TpeboBaHUs Ansa yCTaHOBKM CEPBEPHON YacCcTu
MO 3eHunTt-J1IKU

Ins yctaHoBku cepBepHoi Yactu N0 3eHnT-JIKU Heobxoommo:

— onepaumuoHHas cuctema Linux, Hanpumep, Astra Linux 1.8,

— CPU: He meHee 4x aaep,

— pasMep onepaTMBHOW NamMsaTn He meHee: 16 [0,

— auck: SSD He meHee 128 6 cBoboaHOro mecTta,

— npegycTtaHoBneHHbin Docker Engine (Apache License 2.0,
https://github.com/moby/moby/blob/master/LICENSE, https://github.com/moby/moby) n
Docker Compose V2 (Apache License 2.0,
https://github.com/docker/compose/blob/main/LICENSE,
https://github.com/docker/compose),

— Ansible (https://github.com/ansible/ansible/blob/devel/COPYING,
https://github.com/ansible/ansible/).

1.2. CuctemHble TpeboBaHUs ANs SKCnyaTaumm KnnmeHTCKoN
yacTtu MO 3enunt-J1IKUN

Ona akcnnyataumm knueHTtckon 4Yactm MO 3enuT-JIKM Heobxogmma ntobas onepaumoHHas
cucTeMa C yCTaHOBMEHHbIM Bpay3epom Ha BbIGop:

— $upekc Bpaysep Bepcun He Huxke 25.10.3.1021,
— Google Chrome Bepcun He Hxe 144,

— Mozilla Firefox Bepcun He Huxe 147,

— Microsoft Edge Bepcun He Hxe 144.


https://github.com/moby/moby
https://github.com/moby/moby/blob/master/LICENSE
https://github.com/docker/compose/blob/main/LICENSE
https://github.com/docker/compose
https://github.com/ansible/ansible/blob/devel/COPYING
https://github.com/ansible/ansible/

2. 9k3zemnnsap O

Oksemnnapbl MO npegocTaBnstoTca nocne npuobpeterus MO.

MO 3enut-JIKN noctasnsetca gna OC Linux B Buge anctpubyTtumea.



3. Xof yCcTaHOBKMU

3.1. YctaHoBka Docker Ha OC Linux

Ons YCTaHOBKM Docker Engine (Apache License 2.0,
https://github.com/moby/moby/blob/master/LICENSE, https://github.com/moby/moby) n Docker
Compose V2 (Apache License 2.0, https://github.com/docker/compose/blob/main/LICENSE,
https://github.com/docker/compose) Ha OC Linux obpatuTecb K pyKOBOACTBY MO Ballewn
onepaumoHHon cucteme. Hanpumep ans Astra Linux 1.8 Heob6xogMMo BbINOMHUTL B TEPMUHAnNe
CrneayoLLylo KOMaHay:

sudo apt install docker.io docker-compose-v2

3.2. YctaHoBka Ansible Ha OC Linux

Ona yCTaHOBKM Ansible (https://github.com/ansible/ansible/blob/devel/ COPYING,
https://github.com/ansible/ansible/) Ha OC Linux ofpatutecb K pyKOBOACTBY MO Ballewn
onepaunoHHon cucteme. Hanpumep ans Astra Linux 1.8 Heob6xo4MMO BbINOMHUTL B TepMUHane
cnepfyoLLyto KOMaHay:

sudo apt install ansible

3.3. HacTtponka cuctemHoro nosnb3oBatens ana NoO 3eHunT-
JIKW

IOns yctaHoBkn guctpmdyTtuea MO 3ennT-NIKN B OC Linux Heobxoammo co3gaTth Nosfb3oBaTens
zenith-lki ¢ gomawHum kaTtanorom /home/zenith-Iki v ocHoBHOW rpynnown zenith-lki, pate emy
BO3MOXXHOCTb MOBbILLATh YPOBEHb NPMBUNETNIA C MOMOLLBIO KOMaHAbl sudo, a Takke [ob6aBUTb
ero B rpynny docker, 4yTobbl OH Mor ynpaensiTb docker koHTenHepamu. [ns Astra Linux 1.8 aTo
MOXHO caenaTb cnegyrLmm obpasom:

1. Ona cosganus rpynnbl zenith-IKi BbINONHUTE B KOHCONW KOMaHAY:
sudo groupadd zenith-1ki
2. CospanTe nonb3oBaTtens ¢ JOMaLLHUM KaTanorom n ocHoBHow rpynnown zenith-Iki:
sudo useradd -m -s /bin/bash -g zenith-1ki zenith-1ki
3. YcrtaHoBuTe naponb nosib3oBatento zenith-Iki:
sudo passwd zenith-1ki
4. [obaebTe nonb3osatens zenith-lki B rpynny agmmHmncTpatopoB Astra Linux:
sudo usermod -aG astra-admin zenith-1ki
5. Hob6asbTe nonb3oBaTtens zenith-Iki B rpynny docker:
sudo usermod -aG docker zenith-1lki
6. HasHaubTe mMaHOaTHbIN YpoBeHb LienocTtHocTh Ana Astra Linux Special Edition:

sudo pdpl-user -i 63 zenith-1lki


https://github.com/moby/moby
https://github.com/moby/moby/blob/master/LICENSE
https://github.com/docker/compose/blob/main/LICENSE
https://github.com/docker/compose
https://github.com/ansible/ansible/blob/devel/COPYING
https://github.com/ansible/ansible/

3.4. YctaHoBka MO 3eHuT-JIKU

Hanee Heobxoaumo yctaHoBUTb AucTpubyTns MO 3enuTt-JIKW. Onsa atoro:

1. Ckavante guctpubytus NO 3eHuT-JIKW setup_zenith-Iki.sh.
2. BbINONHWTE B KOHCOMMW B KaTanore ¢ AUCTpMBYTMBOM KOMaHAy AN 3anycka yCTaHOBKM
anctpubyTuea:

sudo sh setup_zenith-1ki.sh

3. ,D,O)K,EI,I/ITer yCnewHOoro OKOH4aHnA yCTaHOBKW.

3.5. KoHdurypauma INO 3eHunt-JIKA

B «katanore /home/zenith-lki/zenith-lki/ Haxoputcs pann  zenith-lki-example.env, koTopbIv
npeactaensieT cobon npumep ganna KoHUrypaumm.

1. CkonupywnTte npumep danna KOHcpurypauum zenith-Iki-example.env B
KOHUrypaumoHHbin cpamn zenith-lki.env B katanore /home/zenith-lki/zenith-Iki/.

3TO HeobxoauUMO Aenatb OT UMeHU nonb3oBaTtens zenith-lki. Nonb3oBaTens B KOHCOMNM
MOXXHO CMEHUTb CrieayroLmnm obpasom:

sudo -u zenith-1ki -s
[ns KonMpoBaHMs BbIMNONHUTE CrieaytoLimMe KoMaHabl:

cd ~/zenith-1ki
cp zenith-lki-example.env zenith-1lki.env

2. OTtkponTe Ha pefakTupoBaHue ¢an koHdurypaumm zenith-lki.env

[Ona wn3MeHeHnsa KOHMUrypauuoHHbIX (PanfnoB MOXHO WMCNOMb30BaTh  YNPOLLEHHbIN
TEeKCTOBbIN ~ pefaktop nano, OH W OygeT uMcnonb3oBaTbCA B nNpumepax.
KoHdurypaumoHHble dannbl gomkHbl ObiTe B koguposke UTF-8, 6e3 mncnonb3oBaHus
Mapkepa [BOM].

darn cocTouT M3 CTPOK KOMMEHTApPUEB, HaYMHAOLWNXCS C cMmBona “#’, U U3 CTpPoK C
napametpamu Buaa “UMA_TTAPAMETPA=3HAYEHUE TTAPAMETPA”.

Hy>kHO HaxoguTb napamMeTp MO ero UMeHN U U3MEHATb 3Ha4YeHue nocne cumeona “=" Ha
Heobxoaumoe. CTPOKU HYXXHO 0BpamMnsTb OBOVMHbLIMU KaBbldkaMu. Ecnu B cTpoke ecTb
OBOWHbIE KaBbl4YKM, TO MOXHO UCMOSb30BaTb OANHAPHbIE KaBbIYKM.

3. 3anonHute ONoK ¢ gaHHbIMK perucTparopa:
— REGISTRAR_NAME - HanmeHoBaHue perncrpartopa;
— REGISTRAR_INN - NHH peructpaTopa,;
— REGISTRAR_OGRN - OI'PH perucrtpartopa;
— REGISTRAR_TIMEZONE - HaumeHOBaHue 4acoBoro nosica B ¢opmate IANA
Time Zone Database. [lna MockBbl 3T0 3Ha4eHue "Europe/Moscow'.

# HanmeHoBaHMe opraHu3auum - obA3aTenbHO
REGISTRAR_NAME="AO "PerunctpaTtop"'

# VWHH opraHm3sauum - obA3aTesbHO
REGISTRAR_INN="1234567890"



# OFPH opraHmsauum - obA3aTenbHO
REGISTRAR_OGRN="1234567890123"

# YacoBol nosc ueHTpanbHOro oduca peructpatopa. Ana Mocksbl -
Europe/Moscow

REGISTRAR_TIMEZONE="Europe/Moscow"

4. B 6noke “Mcnonbayemble cnyxbbl” Bkntounte 3eHuT-J1IKU:
ZENITH_LKI_ENABLED=true

5. B 6noke obwmx HacTpoek Hangute napameTp INTERNAL_HOSTNAME v 3apgante emy
3HaueHue IP agpeca mawwnHbl ¢ MO 3eHnT-JIKN nnu ee DNS nmeHn:

# BHyTpeHHee uma xocTa/IP appec
INTERNAL_HOSTNAME="1k.local"

6. 3agante nybnunuHbin URL cepBuca wuapeHtudmkaumm 3enuT-JIKKM B napametpe
IDENTITY_URL, Hanpumep:

IDENTITY_URL="https://identity.reg.ru"

7. 3apante URL mopynsa agmuHuctpuposanus 3eHuT-JIKM B napametpe ADMIN_URL,
Harnpumep:

ADMIN_URL="https://1k.local:8443"

8. 3apante nybnuuHbin URL cepBuca nuuHbix kabuHetoB 3eHuT-JIKK B napametpe
PORTFOLIO_URL, B napametpe PORTFOLIO_ID ykaxuTe nOny4yeHHoe OT
pa3paboTunka 3HadveHue Portfolio ID. B napametpe PORTFOLIO _INFO moxHo 3agaTb
WHopMaLmio, MnokasbiBaemyto nonb3oBatento B 6noke ansa obpaTtHom CBsA3W, B
napameTtpe PORTFOLIO_PHONES - cnvcok TenedoHoOB A51s CBA3M Yyepes 3ansaTylo, a B
napameTtpe PORTFOLIO_EMAIL - e-mail gnsa ceasu. Hanpuwvep:

# BHewHurn URL, Ha KOTOpoOM HaxoauTca cepBuc 3eHUT-JIKU
PORTFOLIO_URL="https://1lki.reg.ru"

# Id ponu portfolio n3 nuueHsnn - obaA3aTenbHO
PORTFOLIO_ID="LK_REG_RU_PORTFOLIO_ID"

# VHdopmaums ana nonb3oBaTenen
PORTFOLIO_INFO='Cnyx6a nopaepxku AO "PeructpaTtop"'

# Cnncok TenedoHOB AN MNonb3oBaTenen (4vepes 3ansaTyw)
PORTFOLIO_PHONES="+7 (999) 999-99-99, +7 (888) 888-88-88
aon. 8888"

# E-mail pana cBaA3u

PORTFOLIO_EMAIL="1ki@reg.ru"

9. B 6noke HacTpovikn SMTP 3aganiTe:

— SMTP_HOST - agpec SMTP cepsepa;

— SMTP_USERNAME - nms nonb3oBatens SMTP cepBepa, ecriv Hy>Ho;

— SMTP_PASSWORD - naponb none3osatena SMTP cepsepa, ecrnv Hy>KHO;

— SMTP_FROM - agpec otnpaBuTensi cooblieHni ans nonb3oBaTenen 3eHuT-
JIKW;

— SMTP_ADMIN_FROM - agpec oTnpaBuTensa cooOLEHNIA ANt aAMUHUCTPaTOPOB
3eHuT-NKU;

— SMTP_ADMIN_TO - agpeca agmuHuctpaTtopoB 3eHuT-JIKU yepes 3anaTtylo.

Hanpumep:



# Appec SMTP cepsepa

SMTP_HOST="smtp.local"

# Wma nonb3oBatena SMTP cepeepa
SMTP_USERNAME="1k_smtp_user"

# MMaponb nonb3oBaTensa SMTP cepsepa
SMTP_PASSWORD="1k_smtp_password"

# Agpec oTnpaBuTens coobweHuii AnA nonb3oBaTener 3eHuT-JIKU
SMTP_FROM="1k@reg.ru"

# Aapec oTnpaBuTens coobweHWn AnsS agMUHUCTPATOPOB 3eHuT-JIKU
SMTP_ADMIN_FROM="1k-admin@reg.ru"

# Appeca agMmHucTpaTopoB 3eHUT-JIKW 4yepe3 3anaTyiwo
SMTP_ADMIN_TO="admin1@reg.ru, admin2@reg.ru"

10. CkonupynTe hain nuueHaun, NonyyYeHHbln OT paspaboTynka, B katanor home/zenith-
Iki/zenith-Iki/license.
11. 3anyctute cepep N0 3ennt-JIKW. [Ins 3TOro BbINOAHNTE B KOHCOSMN KOMaHAYy:

sudo systemctl start zenith-lki.service

12. Ecnu B OTBET HE MOABUIIOCH OLUIMBOYHbIX coobLieHnn, To nogoxante 10 MUHYT nocne
YCMELLHOro 3aBepLUEHNsI KOMaHAbl 3anycka.

13. 3angute Ha nybnmyHbIN agpec cepsuca ngeHtudukauun 3eHnt-JIKM B 6paysepe. Ero
agpec nponucaH B napameTtpe IDENTITY_URL B dhanne koHdurypaumm. Hanpumep:

https://identity.reg.ru

Ecnv oTkpbinacb CTpaHWUa Kak Ha CKPUHLLOTE HWKe, TO MOXHO npoaorkaTb
kOHdurypaumio panee. Ecnu xe nosiBunacb nycras cTpaHuMua WM cTpaHuua C
olimbkamu, obpaTUTeCh 3a KOHCYNbTaUMen K pa3paboTymky.

8 i<evcLoak

Welcome to Keycloak

&5 Administration @ Documentation @ Keycloak Project
Console > > >

Centrally manage all aspects User Guide, Admin REST API
of the Keycloak server and Javadocs

£9 Mailing List >

3t Report an issue >

14.Boriagnte B moaynb  agmuHuctpupoBaHust 1O 3enuT-JIKM  no  agpecy
IDENTITY_URL/admin. B Hawem npumepe:

https://identity.reg.ru/admin

Mpu nepBoM BXoAe UCNOMb3ynUTe NorMH admin n Nnapons admin.
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KaGnner SenmnT-JIKU
HBeCcTOpa

Mogaynb agMUHUCTPUPOBaHNA

MO 3eHut-JIKM notpebyeT cmMeHUTb naposnib MO yMOSNYaHWio Ha Gonee HageXHbIN.
YcTaHoBUTe ApYyron naponb 1 HaxkmuTe KHomnky “lNoareepauTs”.

BaM HEO6X0AMMO M3MEHUTBL Naposb, YTOBbI aKTUBUPOBATL Bally yueTHyIo 3anuch.
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Mocne Bxoga Bam byaeT goctyneH nHtepdenc agmmHuctpupoBanus MO 3exHnT-JTIKA.
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15. lMNepekntiounTtech Ha pexnm “KnnenTbl”, HanQMTE Tam KNneHTa noa HaseaHueM portfolio n
OTKPOWTE €ro HaCTPONKM.

16. Ha Bknagke “YueTHble AaHHbIE” HAXXMUTE KHOMKY “INepereHepupoBaTb CeKpeT’, nocne
4yero CKONMpymnTe 3HavyeHue cekpeTta.

@AKEYCLC @ successt The secret ha

w5 portfolio
Titan-po

Portfolio
HacrpoR
ol Yednaiin aocTyn Knacrepwsaunr  YetaHoska
© Kwmentsl
Mposepra Clentidand ~

NOAMKHOCTY
menta

Cexper

Tokew RocTyna K TepereHepUPOBATE TOKEH AOCTYNA K PETUCTRALMI
perucrpaium

OTkponte dann koHdurypaumm NO 3eHuT-JIKW /home/zenith-Iki/zenith-Iki/zenith-Iki.env
Ha pedakTUpoBaHWe, HanauTe CTPOUKy, HaumHatowytcsa ¢ # PORTFOLIO_SECRET,
yaanute cCMMBON KOMMeHTapus # B Hayane CTpoku. B kayecTBe 3HayeHus napameTpa
YKaXXMTe 3Ha4YeHne cekpeTa, CKONMPOBaAHHOIO paHee, Hanpumep:

PORTFOLIO_SECRET=ef33292c-80fb-4e64-8602-bcebc6elObee2

17. AHanornyHeiM obpa3om nepereHepupymnTe cekpeT ANs KNMeHTa C Ha3BaHuem voting u

napametpa VOTING_SECRET danna koHdpurypaumm. He 3abyabTe yganuTb CUMBOI
KOMMEHTapus.

@AKEYCL( 2 ad

KnneHTtb
Q Cospare
1D knventa Bmoueno  Basoswiii URL Aeicreun

Nz

Her

YaanuTs

VaanuTe

EEEEEEEE

PegakTuposate  JKCNOPT | YganuTe
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(@ successt The secret has been changed. X

::::::

ToKeH focTyna k Neperen:

Hanpumep:
VOTING_SECRET=f9462978-1268-4d84-b5ad-0aa743ed842a

18. lanee HaxMmnTe Ha BbiNagalwllee MEHW B JIeBOM BEpxXHEM Yyriy mMoayns
aAMWHUCTPMPOBaHUA 1 BbibepuTe CTPOKY ¢ MMeHem Master.

NeperexepupoaaTs cexper

19. lNMocne atoro 3anante B pexuM “KnneHTbl”, 3angute B HACTPOWKKU KNNeHTa po-admin v
Tawkke Ha Bknagke “YdyeTHble OaHHble” MepereHepupynTe ero cekpeT. YKaxuTe 3To
3HavyeHne B panne koHdpurypaumm ADMIN_SECRET. He 3abyabte ybpatb cumBOn
KOMMeEHTapusi.

@AKEYCL( & Admir

KnneHts!

Q Coapare
1D knuenTa Brmoueno | Gasossii URL
3 Yaan,
..... Vaa.
Yaan,

cnop

lactpoiixu  YueTHsie ganmsie  Ponn  LUaBnomb knuewTos Conocrasnerus O6nacts Or3bin

Cexper bde724a-10ad-43a2-8bf6-dbd NeperenepuposaTs Cexper

Hanpumep:
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ADMIN_SECRET=cbde724a-fb44-49a2-8bf6-dbalc4c54d5e

20. Nepesanyctute N0 3eHnT-JIKK, BLINONTHMB B KOHCONN KOMaHAY:

sudo systemctl restart zenith-lki.service

21. Ecnu B kOHCONM He 6bino owmnbok, Yepes 5-10 MMHYT B Opay3epe 3angute Ha CTpaHuuy
BXO[a B CUCTeMy, agpec KoTopon ykasaH B napameTpe PORTFOLIO_URL, Hanpumep:

https://1lki.reg.ru

22. CTpaHuua Bxoda B CUCTEMY BbIrNAaUT cneaylowmum obpasom:

SemuT-JIKA

Bxog B nn4HbIN KabuHeT
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Kax soittn?

3abbinu naponb?
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4. Pe3ynbTaT yCTAaHOBKU N OOCTY

1. 3anmgute B Gpaysepe no agpecy moayns agmuHuctpupoBaHua 3eHuT-JIKW (ykasaH B
napametpe ADMIN_URL B channe koHdurypauun). Hanpmumep:

https://Ik.local:8443

2. Beepgute norvH “admin” n 3agaHHbIn Npy yCTaHOBKE Mapofb U HAaXMUTE KHOMKy “Bxog’”.
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e BeuuT-JIKA

Mogaynb agMUHUCTPUPOBaHNA

3. bypgert ocywectBneH Bxog B Moaynb agMmuHuctpuposanuna MO 3eHnT-JIKA.

3enuT-JIKKU. Mogynb agm.. @ (&)

3a6no.. : Craryc i Noruu ans exoga | ®WO nonbsosatens H
MNonbaosatenu JIKK

AAMWHWCTPATOPBI
Co6bITHA CHCTEMbI

Cnpagounuk KON
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